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1. Introduction  

Thank you for choosing TrusCont security solutions. TrusCont products are specifically designed for 

secure distribution and delivery of digital contents. 

TrusCont Secure Flash Drive (TSFD) is a sophisticated USB flash drive that contains built in security 

enhancements such as copy protection. Unlike standard USB flash drives, the TSFD includes a powerful 

internal microcontroller, which is programmed to secure the content stored on it. 

TSFD is a powerful hardware based copy protection solution for securing software, documents, 

multimedia files, and other digital content. One of the major advantages the TSFD has comparing to 

traditional dongles is its huge memory capacity, ranging from 1GB to 32GB. This allows publishers to 

distribute th eir product on the TSFD itself, together with any accompanying such as documentations, 

and video guides. 

 

1.1 TSFD Key Features 

¶ Powerful hardware based copy protection for Software (32bit program). 

¶ Copy protection for documents, pictures, music files, video clips, and other content files. 

¶ Printing and Copy & paste control. 

¶ Time limits ɀ make your files expire at a specific date. 

¶ Limit use of the TSFD to specific number of computers, or users. 

¶ Limit use of the TSFD to a specific domain. 

¶ Password protection. 

¶ Huge storage capacity (up to 32 GB). 

¶ Read only option, CD-ROM Emulation ɀ prevent erase, enable true Autorun. 

¶ Easy to use duplication software ɀ TrusCont TSFD Protection Toolkit. 

 

1.2 7ÈÁÔȭÓ .Å× ÉÎ 6ÅÒÓÉÏÎ ςȢ4 

¶ Preliminary Support for Windows 8 Developers Preview Edition 

Most file types that can be protected with version 2.4 of the TSFD Protection Toolkit will play on 

Windows 8 Developers Preview Editions. 

Important note:  Windows 8 is still under development and is subject to changes. There is no 

guaranty that files protected with version 2.4 of the Toolkit will play properly on Windows 8 

(both existing and future editions). 
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¶ Support for New Flash Chips  

The TSFD Protection Toolkit supports new USB Flash Drive controllers, and flash chips 

technologies that have emerged in recent year. Some of these technologies are embedded in 

new TSFD models that are incompatible with earlier version of the Toolkit. 

1.3 7ÈÁÔȭÓ .Å× ÉÎ 6ÅÒÓÉÏÎ ςȢσ 

¶ New DRM Features 

Limit use of TSFDs to specific number of computers, users, or a domain. 

 

¶ Internet Publishing  

#ÏÍÐÉÌÅ Á ÄÁÔÁ ÓÅÔ ÔÏ Á ÓÉÎÇÌÅ %8% ÆÉÌÅ ÔÈÁÔ ÁÕÔÏÍÁÔÉÃÁÌÌÙ ÉÎÓÔÁÌÌÓ ÉÔÓÅÌÆ ÔÏ ÙÏÕÒ ÃÕÓÔÏÍÅÒÓȭ 

TSFDs and TSFD Ready flash drives. 

 

¶ TSFD Updates 

Publish updates to TSFDs that were already sent to end users. Updates can be made 

available to specific products, specific customers, or all customers. 

 

¶ Support for Windows 7  

TrusCont TSFD Protection Toolkit now officially supports Windows 7. The product was 

tested to make sure full compatibility with the new operating system.  

 

¶ Product no longer requires Ahead Nero   

Product now uses TrusCont proprietary engine and Windows components. Customers are 

no longer required to purchase 3rd party applications for using the Toolkit. 

 

¶ Content Protection ɀ Support for 3 rd  party applications  

The Toolkit now automatically allows all 3rd party applications on the TSFD to read 

protected content files. This allows customers to protect content files for use in custom 

applications located on the disc. This option is enabled by default and can be disabled in the 

Project Edit page. 

 

¶ Support for proprietary file formats  

Customers can now protect file formats that are not supported by the Toolkit by default. 

This feature can also be used to protect proprietary file formats. 
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¶ New Time Limit Option ɀ Use external time source only  

A new feature allowing publishers to set stronger time limits by forcing verification using 

only external time source. This option results in a stronger time limit but requires internet 

connection in order for the protected application to run. 
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2. Behavior of Protected Content 

This section describes how your content will behave once protected and recorded on TSFD devices. 

The behavior depends on your content type. This section describes the behavior of protected software, 

and the behavior of protected content files (documents, video clips and other file types that are not 

program files). 

2.1 Software Protection  

The copy protection for software program files is fully transparent to the end users as long as 

the TSFD on which it was recorded is connected to the host computer. The protected program 

file runs and functions normally just as its unprotected origin. The images below show an 

example of running a protected application by double clicking it in Windows Explorer. 

 

 

Figure 1: Running a Protected Application  
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Anti -Copy Protection  

The copy protection system embedded within the protected file transparently verifies that the 

original TSFD is connected to the host computer and then allows the file to run. If the original 

TSFD is not connected to the host computer, a message requesting the end user to connect the 

original USB disk is displayed. 

 

 

Figure 2: Running  a Protected Application without the Original TSFD  
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Password protection  

Optionally, program files can be protected also with a password. If a password is set, the copy 

protection system will also ask the end user for a password immediately after verifying that the 

original TSFD is connected to the host computer. If the password is correct the application will 

run. Otherwise an error message will appear. A TSFD can contain numerous protected files. Each 

file may have a different password. 

 

 

Figure 3: Protecting Program Files with a Password  

 

Expiration Dates  

Another protection layer that can be applied to program files is expiration date. Expiration dates 

are useful to make sure your customers are not using outdated software. Trying to run a 

protected file after the expiration date will display an error message indicating the file has 

expired. A TSFD may contain numerous protected files. Each file may have a different expiration 

date. 

 



TrusCont TSFD Protection Toolkit V2.4 ï Userôs Manual 

14 

 

Figure 4: Limiting Applicati ons with Expiration Date s 

 

Limit use to specific number of computers, users, or a domain  

You can restrict the use of the TSFD to a specific number of computers. If the TSFD is restricted 

for 3 computers it means it will run normally on the first 3 computers but when trying to run it 

on a fourth computer the following message will appear. 

 

 

Figure 5: Limit Use to Specific Number of Computers, User, or a Domain  

 

Restricting use of a TSFD to computers, users or a domain requires the end users to have 

internet connection for the first use of the TSFD on each computer.  

 

You can restrict the use of the TSFD also to a specific number of users. In this case the TSFD can 

be used on many computers but only with the same Windows user. This works well on networks 

with a domain controller. The same domain user can login to different computers and use a 
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TSFD that was restricted for 1 user. But a second user cannot use the TSFD even if he logs in to 

the same computers. 

Note: Users with the same login name are not the same user. 

 

The third restriction option is restricting to a network domain. This means all the computers 

and users of the network domain will be able to use the TSFD. The TSFD is locked to the domain 

on which it is first used. This option is useful for restricting use of TSFDs to a specific network, 

office, or organization. 

 

Important note:  A protected TSFD can be used only on one computer at the same time 

regardless of the restriction settings. In order to use a TSFD on a specific computer the TSFD 

must be connected to a USB port of the computer. 

 

 

2.2 Content Protection  

Behavior of content files is different from the behavior of program files. The main reason for the 

differences is that content files are not independent files. Pictures, music files and video clips for 

example require a 3rd party viewing/playing application such as Internet Explorer, and 

Windows Media Player. 

 

When protecting content files, the TSFD Protection Toolkit automatically adds a small Autorun 

file to your TSFD. ThÅ ÄÅÆÁÕÌÔ ÎÁÍÅ ÏÆ ÔÈÅ 4ÒÕÓ#ÏÎÔ !ÕÔÏÒÕÎ ÆÉÌÅ ÉÓ Ȱ2ÕÎ-ÅȢÅØÅȱȢ 4ÈÉÓ ÆÉÌÅ ÌÏÁÄÓ 

the TrusCont security software modules that allow 3rd party applications to read the protected 

content files transparently, and most important ɀ in a secure manner. 

 

The TrusCont AÕÔÏÒÕÎ ÆÉÌÅ ÄÏÅÓÎȭÔ ÁÆÆÅÃÔ ÔÈÅ ÏÒÉÇÉÎÁÌ !ÕÔÏÒÕÎ ÆÕÎÃÔÉÏÎÁÌÉÔÙ ÏÆ ÙÏÕÒ ÆÉÌÅÓȢ !ÆÔÅÒ 

the runme.exe file is loaded into memory it automatically runs the original Autorun file(s) you 

may have on your project. 

 

When the TrusCont Autorun file loads it looks for the original TSFD on which it was recorded. If 

the TSFD is connected to the computer it grants access to the protected content. Otherwise, the 

protected files remain unusable. 

 

Once the TrusCont Autorun is loaded, the protected content files can be viewed / played 

normally just as their unprotected versions, with one limitation ɀ only applications certified by 

TrusCont and listed in the certified applications list of the Toolkit (see section  5.2.4.5 
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Viewing the List of 3rd Party Applications) can be used to view/play protected files. However, 

it is possible to customize the list of certified applications and even add support for proprietary 

applications (see Appendix A ɀ Customizing 3rd Party Applications Support for Content 

Protection). 

 

Although the protected files can be viewed normally in common applications such as Adobe 

Acrobat Reader, or Microsoft Internet Explorer, it is impossible to copy their content utilizing 

Ȭ3ÁÖÅ !Óȭȟ Ȭ#ÏÐÙ Ǫ 0ÁÓÔÅȭȟ 0ÒÉÎÔÉÎÇ ÁÎÄ ÏÔÈÅÒ ÃÏÍÍÏÎ ÔÅÃÈÎÉÑÕÅÓȟ ÂÁÓÅÄ ÏÎ ÔÈÅ ÓÐÅÃÉÆÉÃ 

restrictions set by the publisher that has originally recorded the content. 

 

Note: If your project already contains a file with the name Runme.exe, you can rename of the 

TrusCont Autorun file. See section  5.2.4.4 TrusCont Autorun File Name. 

 

Figure 6: The TrusCont Autorun File  

 

When an end user tries to perform an operation that violates the security policy set by the 

publisher, a notification window appears, explaining the end user that the operation he tries to 

perform is not permitted. These notifications are displayed in a Windows Vista style, where the 

entire desktop is darkened and the notification appears in a bright centered window. 

 

The following images show examples for notifications displayed when an end user tries to 

perform various operations on an HTML document protected by the strictest policy: 
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A. Copy & Paste 

 

Figure 7: Copy & Paste Restriction Notification  

B. Printing  

 

Figure 8: Printing Restriction Notification  
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For security reasons, an application displaying protected content automatically inherits the 

restricted behavior of the protected files opened by it. This means the restrictions will apply 

also to other files that are opened / displayed in the specific application until the specific 

application is closed and restarted without further opening any protected files. 

 

Different protected files can have different restrictions, even if they are stored on the same 

43&$Ȣ &ÏÒ ÅØÁÍÐÌÅȟ ÏÎ ÏÎÅ ÄÏÃÕÍÅÎÔ Ȭ#ÏÐÙ Ǫ PÁÓÔÅȭ ÍÁÙ ÂÅ ÒÅÓÔÒÉÃÔÅÄ ÁÎÄ Ȭ0ÒÉÎÔÉÎÇȭ ÁÌÌÏ×ÅÄȟ 

×ÈÉÌÅ ÏÎ Á ÓÅÃÏÎÄ ÄÏÃÕÍÅÎÔ Ȭ0ÒÉÎÔÉÎÇȭ ÍÁÙ ÂÅ ÒÅÓÔÒÉÃÔÅÄ ÁÎÄ Ȭ#ÏÐÙ Ǫ 0ÁÓÔÅȭ ÁÌÌÏ×ÅÄȢ !Î 

application displaying multiple protected files will always inherit the most strict security policy. 

)Î ÔÈÉÓ ÃÁÓÅȟ ÂÏÔÈ Ȭ0ÒÉÎÔÉÎÇȭ ÁÎÄ Ȭ#ÏÐÙ Ǫ 0ÁÓÔÅȭ ×Éll be restricted on both documents. 

 

C. Ȭ3ÁÖÅȭȟ Ȭ3ÁÖÅ !Óȭȟ ÁÎÄ /ÔÈÅÒ &ÉÌÅ 3ÁÖÉÎÇ /ÐÔÉÏÎÓ 

5ÎÌÉËÅ Ȭ#ÏÐÙ Ǫ 0ÁÓÔÅȭ ÁÎÄ Ȭ0ÒÉÎÔÉÎÇȭȟ ÓÁÖÉÎÇ ÐÒÏÔÅÃÔÅÄ ÆÉÌÅÓ ÔÏ ÔÈÅ ÈÁÒÄ ÄÒÉÖÅ ÏÒ ÁÎÙ ÏÔÈÅÒ 

medium is always restricted and cannot be configured even by the publisher of the content. This 

includes also files and programs downloaded using Internet browsers while protected files are 

in use. When a user tries to save a protected file a dialog box appears, notifying the user that any 

files he saves will become invalid as soon as the application is closed. The user has the option of 

allowing the file save operation anyway or blocking it. If the user chooses to save the file anyway 

the file will be temporary available until the user closes the application.  

 

 

Figure 9: File save notification  
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On-Access Passwords 

Content files can also be protected with a password similar to the password protection of 

program files. When opening a protected file, such as a document or a movie clip for example, 

the copy protection system displays a dialog box requesting a password. If the password is 

correct the file opens. Otherwise, the content of the file is unavailable. A TSFD may contain 

numerous protected files. Each file may have a different password. 

 

 

Figure 10: Password Protection for Content Files  

 

 

Global Passwords 

In addition to setting a password to each individual file, it is also possible to set a global 

password for the entire TSFD. If a TSFD is protected by a global password, a dialog box asking 

for the global password appears upon connection of the TSFD to the host computer. 

 

Global passwords secure only protected content files. If the end user enters the correct 

password, access is granted to all the files stored on the TSFD (provided that they are stored on 

the original TSFD on which they were originally recorded). If the end user fails to provide the 

correct password, access to the protected content files is denied. However, access to protected 

program files, and other unprotected files that may be stored on the same TSFD is not affected. 
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Figure 11: Global Password Dialog  

 

Expiration Dates  

 

Figure 12: Notification on Expiration Date of a Protected Content File  
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Another protection layer that can be applied to content files is an expiration date. Expiration 

dates are extremely useful to make sure your customers are using the most relevant and up-to-

date documents. For example, publishers of service manuals, schematics, procedures and other 

types of documents can make sure that their field engineers use documents that correspond to 

the recent systems, spare parts, schematics, etc. after the expiration date will trigger an error 

message indicating the file has expired. A TSFD may contain numerous protected files. Each file 

may have a different expiration date. 

 

Limit use to specific number of computers, users, or a domain  

Restricting a TSFD to specific number of computers, users or a domain will actually apply the 

restriction on all program files including the TrusCont Autorun file that grants access to 

protected content files. If the TrusCont Runme.exe file is allowed to run on the specific computer 

/ user / domain access to the protected content files will be granted. Otherwise the Runme.exe 

will not load and access to the protected files will be denied. 

 

Disconnecting the TSFD While Protected Content is in Use  

3rd Party applications that read protected files automatically inherit their security policy. This 

means that operations such aÓ Ȭ#ÏÐÙ Ǫ 0ÁÓÔÅȭ ÁÎÄ Ȭ0ÒÉÎÔÉÎÇȭ ÍÁÙ ÂÅ ÁÐÐÌÉÅÄ ÔÏ ÁÎÙ ÏÔÈÅÒ ÆÉÌÅÓ 

opened within the same applications, even if these files are not protected at all. Restarting the 

applications without further opening any protected files removes these restrictions. 

 

If applications that accessed protected content are still open when the TSFD is disconnected 

from the host computer, the copy protection system displays a notification specifying which 

applications are still working in restricted mode. These are the applications that need to be 

restarted in order to return to their natural operation mode. 

 

Please note that protected content files can be viewed / played only directly from the TSFD. This 

means that the TSFD must be connected to the host computer as long as the protected files are 

in use. 
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Figure 13: TSFD Disconnect Notification  

 

Opening Protected Files in Standard 3 rd  Party Applications  

By default, only certified 3rd party applications can be used to open protected files. In case an end 

user tried to open a protected file with an unsupported application a notification will be displayed 

indicating which applications are suitable for viewing / playing the specific file type he tries to open 

(see Figure 14 below). In addition, the Toolkit also allows the protected files to be opened in 3rd 

party applications that are stored on the TSFD itself even if these applications are not included in 

the certified applications list. However, there is no guaranty that these applications will be able to 

read the files properly. If you do not wish to allow read access to uncertified applications included 

in your project you can disable this option in the advanced project options ɀ simply remove the 

Ȱ'ÅÎÅÒÉÃȱ ÁÐÐÌÉÃÁÔÉÏÎ from the list. 4ÈÅ Ȱ'ÅÎÅÒÉÃȱ ÒÅÃÏÒÄ ÒÅÐÒÅÓÅÎÔÓ ÁÌÌ uncertified applications 

included in your project. 

 

It is also possible to configure the Toolkit in order to support other uncertified 3rd party 

applications that are not included on the TSFD ÖÉÁ ÔÈÅ ÁÄÖÁÎÃÅÄ ÏÐÔÉÏÎÓ ÏÆ ÔÈÅ Ȭ0ÒÏÊÅÃÔ %ÄÉÔȭ ÐÁÇÅȢ 

Please refer to Appendix A ɀ Customizing 3rd Party Applications Support for Content Protection, for 

detailed instructions. 

 

For a list of certified applications that are supported by default, please refer to section  5.2.4.5, 
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Viewing the List of 3rd Party Applications. 

 

 

Figure 14: Opening Protected Files with Unsupported Applications  

 

2.2.1 Operating Systems Compatibility for Running Protected 

Content Fi les 

TrusCont copy protection for content files is compatible with the following operating 

systems: 

Windows 2000 SP4 with Rollup 1 

Windows XP SP2, SP3 

Windows XP x64 SP1, SP2 

Windows Vista SP1 

Windows Vista x64 SP1 

Windows Server 2003 

Windows Server 2003 x64 

Windows Server 2008 

Windows Server 2008 x64 

Windows 7 

Windows 7 x64 
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2.3 Protection of Software , and Content Files on the Same 

Disk  

A TSFD may contain both protected program files, and protected content files. TSFDs containing 

only protected program files will look identical to their unprotected source (in terms of number 

of files and file names). TSFDs containing protected content files include an additional Autorun 

ÆÉÌÅ ÎÁÍÅÄ Ȭ2ÕÎ-ÅȢÅØÅȭ ÁÓ ÄÅÓÃÒÉÂÅÄ ÉÎ ÓÅÃÔÉÏÎ  2.2 above. 

 

TSFDs containing both protected program files and protected content files will also include the 

TrusCont Autorun file (RunMe.exe by default). This file is designed to run automatically upon 

connecting the TSFD to the host computer. If the Autorun feature on the host computer is 

disabled, then this file needs to be run manually in order for the protected content files to 

function properly. However, protected program files stored on the same TSFD do not require 

ÔÈÅ 4ÒÕÓ#ÏÎÔ !ÕÔÏÒÕÎ ÆÉÌÅ ÁÎÄ ÃÁÎ ÒÕÎ ÎÏÒÍÁÌÌÙ ÅÖÅÎ ÉÆ ÉÔ ÄÏÅÓÎȭÔ ÒÕÎ ÆÉÒÓÔȢ 

 

Important note:  Program files recorded on the same TSFD that are used to read protected 

content files must be left unprotected. Otherwise the program files protection and content 

protection may conflict. 

 

2.4 Local Administrator Rights  

Running protected files requires local administrator rights. It is currently not possible to run 

files protected on TSFDs under restricted accounts. 

 

Important note:  by default all home users have local administrator rights. In some corporate 

environments users may have restricted accounts. TSFDs require the end users to have only 

local administrator rights, administrator rights for the network is not required.  
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3. Choosing Protection Strategy  

Give some thought to your copy protection strategy before recording your content to TSFD devices: 

¶ Identify the most valuable files that require protection ɀ in software this may be the main 

executable file. In e-learning materials, service manuals, etc. this may be documents or flash 

animations. 

¶ Protect only the valuable files that require protection ɀ Generic files such as 3rd party 

applications, files without commercial value or files without sensitive content shall be left 

unprotected. Protecting files (especially content files) without reason just limits their 

functionality and operating environment for no reason. 

¶ Decide which operations you wish to restrict ɀ a strict security policy provides good 

protection for your  content. However, some publishers choose to enable operations such as 

printing to allow their customers easier and more convenient use. 

¶ Add password protection to restrict access of the protected content to specific subscribers. 

¶ Set different passwords to different data sets stored on the same TSFD to target different data 

sets to different subscribers/divisions. 

¶ Set expiration dates if your content is valid to a specific period, or if using outdated content 

you publish is not desired. 

 

You are now ready to install the TSFD Protection Toolkit and protect your content. 
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4. Installing TrusCont TSFD Protection Toolkit  

4.1 System Requirements  

Before starting the installation process, please make sure your system meets the following 

minimum system requirements: 

 

Á Pentium III or higher CPU 

Á 30Mb of free Hard Disk space 

Á 10Gb of free Hard Disk space for temporary files during the production process 

Á 512 MB of system memory (RAM). 2GB recommended. 

Á USB 2.0 interface 

Á Internet Explorer 6.0 or higher  

Á Adobe Acrobat / Acrobat reader required to view this user manual 

Á Supported OS:  Windows XP Service Pack 2, Windows XP x64, 

Windows Vista, Windows Vista x64, Windows 7, 

Windows 7 64-bit, Windows Server 2003, Windows Server 2003 

64-bit, Windows Server 2008, Windows Server 2008 64-bit  

4.2 Starting the installation  

TrusCont TSFD Protection Toolkit installation package consists of a single installation file. To 

obtain a copy of the Toolkit installation file, contact your local TrusCont representative or refer 

to TrusCont website (http://www .truscont.com). To start the installation process, save the 

installation file to your local Hard Disk and double click it. Follow the on-screen instruction to 

complete the installation. The installation process will automatically create shortcuts to the 

Toolkit on your desktop and in the programs menu. Click one of the shortcuts to start the 

program. Please note that running multiple instances of the software at the same time is not 

supported. 

http://www.truscont.com/
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5. Using TrusCont TSFD Protection Toolkit  

5.1 Overview  

The TSFD Protection Toolkit allows you to protect and publish your valuable content on TSFD 

devices using just a few simple steps: 

¶ Creating a Project  ɀ The first step is creating a "project", which defines your 

publication to the Toolkit ɀ the files you wish to publish, which files to protect, etc. 

¶ Saving a Project for Future Use  ɀ After creating a project you can save it for future 

productions. This allows you to start or resume production of the same project at a later 

stage without repeating the creation process. 

¶ Starting Duplication  ɀ Start recording your new project (or a saved project) to TSFD 

devices. 

¶ Creating & Recording an Image  ɀ Creating an image is another method for saving a 

project for future production. Recording from an image provides better performance 

than recording from a saved project but once created it cannot be changed. 

 

5.2 Creating a New Project  

5.2.1 Preparing Your Content  

To ensure proper creation of your project, please organize your content using the following 

guidelines: 

W Verify the functionality of your title  ɀ The TSFD protection process doesn't change 

the functionality of your files in any way. Verify that your title works as planned 

before using the Toolkit. 

W Organize your files on your local computer ɀ Using files stored on removable 

drives is blocked in order to avoid potential interruptions of the project creation 

process due to potential connectivity failures. 

W Make sure your files are not being used ɀ Make sure your project files are not open 

in any other software and remain unchanged through the project creation process. 

W Do not use files that are already protected ɀ Files recorded on TSFD devices may 

already be protected. It is not possible to reapply the copy protection on files that 

are already protected. Always use source files located on your computer. 
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5.2.2 Starting a New Project  

Open TrusCont TSFD Protection Toolkit and follow these simple instructions: 

A. Wait for the welcome page to appear then click next.  

 

 

Figure 15: The Welcome Page 

 

B. On the 'Select Task' page select 'New Project' then click next. 
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Figure 16: Select Task Page 

 

C. The 'Edit Project' page will appear. Proceed to the next section, Editing a Project, to 

add files and folders to your project. 

5.2.3 Editing a  Project  

The 'Edit Project' page has two main panels. The left panel is a tree view of all the files and 

folders on your project. These are the files and folders that will eventually be recorded to 

the TSFD devices. The right panel contains a table that lists only the files of your project 

corresponding to the supported file types. These are the files on your project that can be 

protected. 
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Figure 17: The Edit Project Page 

 

The right panel is diveded into tabs based on the different file types that you add to your 

pÒÏÊÅÃÔȢ &ÏÒ ÅØÁÍÐÌÅȟ ÃÌÉÃËÉÎÇ ÏÎ ÔÈÅ Ȭ7ÅÂ Contentȭ ÔÁÂ ÐÏÐÕÌÁÔÅÓ ÔÈÅ ÔÁÂÌÅ ÏÎÌÙ ×ÉÔÈ ×ÅÂ 

file typeÓ ÓÕÃÈ ÁÓ (4- ÁÎÄ (4-, ÆÉÌÅÓȢ "Ù ÄÅÆÁÕÌÔȟ ÔÈÅ Ȭ!ÌÌ ÆÉÌÅÓȭ ÔÁÂ ÉÓ ÓÅÌÅÃÔÅÄȢ 4ÈÉÓ ÔÁÂ 

displays all the files of all types on your project that can be protected. 
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Figure 18: Tabs in the Edit Project Page 

 

The columns of the table specify the copy protection options for each individual file that is 

marked for protection. These columns appear only when selecting files to protect. 

 

Use the instructions in the following subsections to edit your project then click next to 

proceed. 

 

 

5.2.3.1 Adding Files and Folders  

There are three methods for adding files and folders to your project ɀ Adding a folder, 

adding a folder contents and adding files. Each can be achieved by clicking the 

corresponding button at the bottom of the page (see Figure 18 above). 

 

Add Folder  ɀ Use this button to add an entire folder, including all its files and sub-

folders to your project. The 'Add Folder' dialog box will appear. The folder will be 

added under the folder that is selected on the left panel. If you wish to add the folder to 

the root of your project, select the disk icon. Otherwise select the sub-folder under 

which you wish to add another folder. 
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Add Folder Contents  ɀ Use this button to add an entire folder contents. The contents 

of the folder that you select will be added under the folder that is selected on the left 

panel, but the folder itself will not be created. 

 

 

Figure 19: Add Folder Dialog  

 

Add Files ɀ Use this button to add files to a folder within your project. The 'Add Files' 

dialog will appear. Select the files you wish to add and click 'Open'. The files you select 

will be added under the folder which is selected on the left panel. 

 

 

Figure 20: Add Files Dialog 
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5.2.3.2 Removing Files and Folders  

To remove files or folders from your project, select the file or folder you wish to 

remove and then click the 'Remove' button. You can also right-click any file or folder 

on the left or right panels and click 'Remove' from the popup menu. 

5.2.3.3 Marking Files for Protection  

While the left panel of the 'Edit Project' page lists all the files and folders of your 

project, the right panel lists only the files that can be protected using the Toolkit. When 

the root folder on the left panel (the disk icon) is selected, the right panel lists all the 

protectable files of your project. When a sub-folder is selected, the right panel lists 

only the protectable files within the selected folder and the sub-folders under it. 

On the right panel, check the boxes next to the files that you wish to protect. These files 

will be functional only if the TSFD device on which they are recorded is connected to 

the end user's computer. The rest of the files will remain unprotected and the end user 

will be able to copy and use them from his local Hard Drive even if the TSFD device is 

not connected to his local computer. 

To select all files listed on the right panel, click the 'Protect All' button. 4ÈÅ Ȭ0ÒÏÔÅÃÔ !ÌÌȭ 

button marks all the files within the selected tab. To clear all selections within the 

specific tab click the 'Clear Selection' button. 

5.2.3.4 Protecting Digitally Signed Pro gram Files  

Some files may be digitally signed. Digital signatures are often used on program files 

for various purposes such as validating the file's content. When applying copy 

protection to program files, the files are changed. If the files are digitally signed, then 

digital signature can no longer be used in order to validate the file. The functionality of 

the file is not affected. However, some operating systems, such as Windows Vista and 

Windows XP may require end users for confirmation of running the protected files. 

5.2.3.5 Customizing Copy Protection Options for Individual Program Files  

It is also possible to customize the copy protection behavior for individual files. To 

customize the copy protection behavior of a specific program file double click the 

specific file from the right panel, or right-click the file and select 'Option' from the pop-

up menu. 

 

Protection box title  

Whenever a user tries to run a protected file without the original TSFD connected, the 

protection system displays a message box containing a standard error message. This 

field allows you to customize the title text of this message box.  
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Protection box text  

This field allows you to change the text of the message that will be displayed whenever 

a user tries to run the protected file without the original TSFD connected to his 

computer. 

 

Allow execution from another media  

This option is enabled by default. It allows the end user to copy the protected files to 

his local Hard Drive or any other media for performance or other purposes. However, 

the original TSFD must be connected to the local computer in order to run the file. If 

this option is turned off, the user can run the protected file only directly from the 

original TSFD. 

 

Background Checks 

This option is disabled by default. If enabled, the copy protection system will perform 

periodic security checks as long as the protected program file is running. In case the 

original TSFD is disconnected from the computer, the copy protection system will 

suspend the operation of the protected program file and display a warning message 

asking the user to re-plug the original TSFD. 

 

Terminate on Eject  

This option is disabled by default. It works in a similar way to the background checks. 

However, this option causes the protected program to terminate immediately in case 

the TSFD is disconnected from the computer. 

 

Password 

You can also protect your files by using a password. Just type in the password you wish 

to apply to your file. Whenever an end user will try to run the protected file, the copy 

protection system will display a dialog box asking for the password. 

 

Important Note:  The password cannot start or end with space characters. Spaces at 

the beginning or/and end of the password are automatically truncated. 

 

Expiration date  

Check this option to apply a time limit on your files. Select the date in which your files 

will expire. After the specified date your files will no longer be usable. Trying to run 

the protected file after the specified date will display a message indicating the 

application has expired. 
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Important note:  "Ù ÄÅÆÁÕÌÔ ÔÈÅ ÅØÐÉÒÁÔÉÏÎ ÄÁÔÅ ÉÓ ÔÅÓÔÅÄ ÁÇÁÉÎÓÔ ÔÈÅ ÅÎÄ ÕÓÅÒȭÓ ÓÙÓÔÅÍ 

clock and also an external time server if an internet connection is available. It is also 

possible to force the copy protection to use only an external time server. This results in 

a much stronger time limit but requires the end user to have an internet connection in 

order to open the protected file. Please refer to section  5.2.4.2, Forcing Time Limit 

Verification Using External Time Source Only, for further instructions on enabling this 

option. 

 

 

Figure 21: Copy Protection Options for Individual Program Fi les 

 

5.2.3.6 Customizing Copy Protection Options for Individual Content  Files 

The available copy protection options for each file depend on its type. For example, for 

music files it is only possible to set a password and expiration date, while for 

documents it is ÁÌÓÏ ÐÏÓÓÉÂÌÅ ÔÏ ÓÅÔ Ȭ#ÏÐÙ Ǫ 0ÁÓÔÅȭ ÁÎÄ Ȭ0ÒÉÎÔÉÎÇȭ ÒÅÓÔÒÉÃÔÉÏÎÓȢ 
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Figure 22: Copy Protection Options for MP3 Music Files  

 

 

Figure 23: Copy Protection Options for PDF Documents  

 

Important notes on PDF protection options: 

Á The Toolkit preserves the original PDF file's security attributes. For example, 

if the original unprotected PDF file has the printing attribute disabled, then 

the protected PDF file will also have printing disabled, even if you specifically 

allow printing in the protection options. 

 














































































































